


Basic Cyber Hygiene and how to protect
vourself if the worst occurs

IT NATION
#ITNShare Share '


Presenter Notes
Presentation Notes
What are they doing to address this? They are asking questions to understand what you have in place. These questions are getting harder, and this is where the biggest mistakes come in!


The 5-question test

* Do you have MFA for email and sensitive information?

* Do you have backups and are you sure they are working?

* Do you have up-to-date, active antivirus installed on all computers?
* Do you have a written documented breach response plan?

* Do you have up-to-date, active firewall technology?
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Presenter Notes
Presentation Notes
Okay, what are they looking for? We are going to go through the top 5 questions, and if you cannot answer YES to these…you not only have a problem when it comes to getting your insurance renewal…you are putting your lively hood and reputation at risk.



How you can check each of these yourself:

* Do you have MFA for email and sensitive information?
* Do you get prompted?

* Do you have backups and are you sure they are working?
* Do you do test restores?

Do you have up-to-date, active antivirus installed on all computers?
* Open AV on each machine and look.

* Do you have a written documented breach response plan?
* Templates exist—Adapt to your needs

* Do you have up-to-date, active firewall technology?
* Do you pay a subscription like antivirus?
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Presenter Notes
Presentation Notes
Okay, I am going to go through and show you how you can check each of these yourself and give you a way to know for sure that you have all of the controls in place to make sure you are eligible for cyber insurance AND properly protecting your data. 


e Security as a three-legged stool



Spotting
Phishing

attacks







What do | do if my organization is
compromised?
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Presenter Notes
Presentation Notes
What are they doing to address this? They are asking questions to understand what you have in place. These questions are getting harder, and this is where the biggest mistakes come in!


What do | do if my organization is
compromised?

Step 1: Contact your lawyer
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Presenter Notes
Presentation Notes
What are they doing to address this? They are asking questions to understand what you have in place. These questions are getting harder, and this is where the biggest mistakes come in!


What do | do if my organization is
compromised?

Step 1: Contact your lawyer

Step 2: Implement your incident response
plan
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Presenter Notes
Presentation Notes
What are they doing to address this? They are asking questions to understand what you have in place. These questions are getting harder, and this is where the biggest mistakes come in!


Self assessment questionnaire
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Presentation Notes
What are they doing to address this? They are asking questions to understand what you have in place. These questions are getting harder, and this is where the biggest mistakes come in!


Compliance

V. Security



EvilProxy Attacks

User

Offffice.com

Office.com

Target Website
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